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Publishing	  
Your	  
Application	  



Application	  Signing,	  Updating	  
Memory	  Requirments	  (JAR	  and	  Heap)	  
UX	  Requirements	  (Help	  and	  About)	  

Multiple	  Submissions	  (Device,	  Market)	  



Application	  
Signing	  

›  Signed apps don’t asking 
annoying questions all the 
time 

›  You can buy your own 
certificate from for example 
Verisign for about $400/year 

›  www.JavaVerified.com for 
the process used by some 
large operators. This includes 
additional testing. 

›  Nokia Store will take care of 
signing for you, for free 



Digital	  Signing	  

»  Application signed by digital certificate provider such as Nokia 
Store when it has passed pre-testing and testing 

»  Each phone uses this signature as install time to confirm the 
code has not be tampered with and grant the application 
additional permissions. 

»  The application must be signed by one of a few companies that 
have root certificates on that model phone. 

 

Application JAD file 
<Signature> 

Root 
Certificate Trust 



Publishing	  and	  Promoting	  Your	  App	  
»  Developers whose applications pass Nokia Store testing can be distributed and sold in over 160 markets around 

the world. You also get global marketing support, speak with your local Nokia representative. 

»  You should also do your own marketing. Nokia distributes, but business success still depends largely on you 
getting out the word that you have a great app 

–  Top rated and downloaded applications market themselves 

–  This does not apply to most applications 

»  Publishing 

–  Visit http://info.publish.nokia.com for more information and to start the process 

–  Download statistics updated frequently per country at 
https://www.developer.nokia.com/Distribute/Statistics.xhtml 



Why MIDP Security? 
»  Without the MIDP security model, any application you install could do anything to your phone and network connection 

–  Like a virus 

–  And costing you money, for example premium rate SMS and phone calls 

»  When you digitally sign your application with an “application signing certificate”, the phone knows who created the application and grants more trust 

»  You must ask for permissions like “write to the memory card” by specifying a list of permissions in the JAD file and then signing the application 

–  If you do not, depending on the phone and permission, you will either get 

–  a “SecurityException” 

–  the application will not install to your phone 

–  you will be asked every time you try to access a restricted resource such as the memory card or network for permission to use that resource 



MIDP 2.0 Security 
»  MIDP 2.0 security model allows MIDlets automatic access to sensitive APIs 

–  For example, making an HTTP connection 

»  Introduces concept of untrusted and trusted applications 

–  Untrusted application (Equivalent to MIDP 1.0 MIDlets) 

–  Limited access to restricted APIs, requiring user approval 

–  Trusted applications 

–  Can acquire permission to invoke restricted APIs 



MIDP 2.0 Security 
»  MIDlet suites need to by “signed” with a Certificate to 

authenticate the sender 

»  MIDP 2.0 improved security features: 

–  Application sender authentication using Certificates 

–  Availability of different levels of secure domains 

–  A means to trust integrity of applications received by device 



Useful information 
»  www.JavaVerified.com for the process used by some large operators to 

test and sign applications before they can be distributed on their 
network 

»  Information about the Java Verified process and application signing 

»  ”MIDP 2.0: Signed MIDlet Developer’s Guide” at Nokia Developer web 
site 

–  All about Signing MIDlets, listing also permissions and API calls 



Publishing	  and	  Promoting	  Your	  
Application	  
»  Developers whose applications pass Nokia Store testing can be distributed and sold in over 160 markets 

around the world. You also get global marketing support, speak with your local Nokia representative for 
details. 

»  You should also do your own marketing. Nokia distributes, but business success still depends largely on 
you getting out the word that you have a great app 

–  Top rated and downloaded applications market themselves 

–  This does not apply to most applications 

»  Publishing 

–  Visit http://info.publish.nokia.com for more information and to start the process 



Publishing	  to	  Nokia	  Store	  in	  6	  easy	  steps	  
1.   Register to become a publisher . There is a one-time 1 euro registration fee. 

2.  Go to the Nokia Publish self-serve tool. 

3.  Add your content metadata, including icons, screen shots, and content descriptions. Choose a 
price. 

4.  Upload your packaged installation file. 

5.  Select the devices, countries and languages to which you want to distribute your content. 

6.  Submit your content for our Quality Assurance (QA) review. Plan for a turnaround time of 4-6 
days. 



Publishing	  More	  Info	  
»  Publisher Guide: Describes how to navigate the Publish tool to submit, edit, update, and remove 

content. Also describes how to monitor daily reports on content downloads and estimated revenues. An 
Appendix provides details about our QA requirements for individual metadata fields. 

»  Content Guidelines: Describes what Nokia considers to be inappropriate content and specifies the 
technical requirements for different content types. Your content must pass these rules in order to be 
published to the Nokia Store. 

»  Avoid the Top 10 QA issues: Describes the top areas in which submitted content fails our QA review. To 
shorten your time to market, review this checklist and make any required fixes before submitting your 
content.“ 

»  Preparing Apps for App Updates: Describes how to ensure that your app updates are automatically 
pushed to your consumers, so that they can get the latest versions of apps. 



Top	  10	  QA	  Issues	  

1.  Incompatible language and countries (logical, see the table) 

2.  App crashes or closes unexpectedly 

3.  Improper scaling of content (screen sizes, portrait/landscape) 

4.  ”About” information missing 

5.  Sound enabled while suspended 



Top	  10	  QA	  Issues	  
6.  Installation fails 

7.  Missing Java functional requirements (About, Help and Exit) 

8.  On-screen keypad enabled by default (S60 Java only) 

–  Nokia-MIDlet_On-Screen-Keypad: no 

9.  Invalid Platform ID (supported phones list) 

10.  Hard-coded installation path (Symbian issue) 



Signing 
»  Application is signed with a private key. For each private key, there is a corresponding public key, which 

is delivered together with the application in the form of a digital certificate 

»  When a signed application file is installed on a device, the application installer verifies that the certificate 
in the application was created by a one of the certificate authorities embedded in the device 

»  When a MIDlet is signed, two additional fields appear in the JAD file: 

–  MIDlet-Certificate-1-1 

–  MIDlet-Jar-RSA-SHA1 

»  Sometimes there are multiple MIDlet-Certificate fields, which is normal  



Permissions 
»  In MIDP 2.0, before invoking a sensitive API, the suite is checked to see if it has acquired necessary permissions 

»  Permission is requested in the JAD using MIDlet-Permissions and MIDlet-Permissions-Opt attributes, for example: 

MIDlet-Permissions: javax.microedition.io.Connector.http 

MIDlet-Permissions-Opt: javax.microedition.io.Connector.https 

»  They are named using the Java package name 

»  Permission can either be 

–  User – deferred until approved by the user 

–  Allowed – Automatically granted 



Protection Domains (1) 
»  Protection Domains are assigned to MIDlet suites upon installation 

»  They determine the level of trust and access to protected APIs 

»  Certificate authorities (CAs) provide their certificates to the device manufacturers and these certificates are installed at the time of manufacture to a 
specific protection domain 

–  It should not be possible to add certificates that are used with Java ME applications after device manufacture 

»  The security domain depends on the particular CA: 

–  Identified 3rd party protection domain (formerly known as the Trusted third party domain) – Signed by or for a party which is known 

–  Operator domain – Signed by an operator or a carrier 

–  Manufacturer domain – Signed by a device manufacturer 

»  Unsigned applications will be assigned to the unidentified third party protection domain (formerly known as the Untrusted third party domain) 



Protection Domains (2) 
»  Domains determine the following parameters: 

»  The level of access the application has to certain device features 

»  The kinds of pop-ups the user will have to deal with when using the application 

–  MIDP 2.0 specification defines that an unsigned application with the default security settings must ask for a permission to make a network 
connection every time the application opens a connection 

»  The options the user has to change the pop-up settings 

–  An unsigned application can set ”Always allowed” to local connections but not to any other feature according to the MIDP 2.0 specification 

»  Application signed to the ”Identified 3rd party protection domain” has better options for limiting the pop-ups than an application signed to 
the ”Unidentified third party protection domain” 

»  Application signed to the ”Operator domain” or the ”Manufacturer domain” do not have any pop-ups 



Authorization 
»  Each Protection Domain has a associated root certificate on the device 

»  Device attempts to verify the signature to decide whether origin and 
integrity of application can be trusted 

»  Device completes authentication by using a root certificate, bound to a 
protection domain, to grant permission to protected functions 



Creating a trusted MIDlet 
»  A X.509 Public Key Infrastructure (PKI) certificate is needed to validate 

against protection domain root certificates on the device. 

1.  Create a new key pair  

–  Each certificate is associated with public and private key pair. Generated by specifying:  

–  An alias to reference the key pair by 

–  A distinguished name 

–  An Organization 



Creating a trusted MIDlet 
2.  Generate a Certificate Signing Request (CSR) 

–  Generated from your public key and sent to the appropriate Certificate Authority 
(CA) 

3.  Sign the MIDlet 

–  Add JAD file attributes: 

–  MIDlet-Certificate-<n>-<m>: <base64 encoding of a certificate> 

–  MIDlet-Jar-RSA-SHA1: <base64 encoding of Jar signature> 



Updating	  Your	  
Published	  App	  

›  Details	  are	  taken	  care	  of	  for	  you	  by	  
Nokia	  Store	  

›  replace	  the	  existing	  content	  file	  —	  
do	  not	  add	  a	  new	  content	  file.	  

›  to	  push	  automatic	  app	  update	  
notifications	  to	  consumers,	  
increase	  the	  file	  version	  but	  do	  not	  
change	  the	  app	  identifier;	  for	  
details,	  see
http://support.publish.nokia.com/?
p=1456.	  

›  describe	  the	  new	  features	  or	  fixes	  
in	  the	  content	  file	  Release	  Notes,	  
rather	  than	  the	  general	  content	  
item	  description	  



Memory	  
Requirements	  

›  JAR	  

›  2MB	  

›  Keep	  it	  small!	  Download	  error	  rates	  
rise	  quickly	  with	  size.	  

›  Heap	  

›  2MB	  or	  4MB	  

›  More	  on	  S60	  

›  User	  Storage	  

›  10MB	  or	  100MB	  

›  32GB	  memory	  card,	  some	  devices	  
include	  2GB	  card	  etc.	  



UX	  
Requirements	  

›  Help	  

›  Display	  something	  useful	  

›  About	  

›  Include	  privacy	  policy	  if	  you	  are	  
collecting	  any	  analytics	  data	  

›  Include	  opt-‐out	  option	  if	  you	  
are	  collecting	  any	  analytics	  
data	  

›  Exit	  

›  Command.EXIT	  



Multiple	  
Submissions	  

›  Very	  easy	  to	  setup	  multiple	  
build	  profiles	  in	  Netbeans	  

›  Include	  a	  different	  /res	  
resource	  directory	  in	  each	  
build	  with	  minimized	  images	  

›  Specify	  the	  target	  devices	  
and	  languages	  for	  each	  build	  

›  This	  helps	  keep	  the	  JAR	  
small	  



Compatibility?	  
»  Source & binary compatible 

–  xx years old Java ME apps run on Java FT phone! 

»  Downwards compatibility 

–  Check API support of target phones 

–  Lowest common denominator: 

→ Nokia Java SDK 2.0 compiled app runs on old 
phones 



Dynamic	  API	  Usage	  
»  Single code base for different phones 

–  Code that uses new APIs 

–  Externalize to extra class 

–  Check API support at runtime 

–  Instantiate class if supported 

–  Different methods for checking available 

–  Or use a preprocessor (Netbeans, other) to create multiple builds 



Example:	  API	  Availability	  

»  No System property for the API version? 

–  Check Class availability 

–  ClassNotFoundException? → API not supported 
//	  Virtual	  keyboard	  support	  
try	  {	  
	  	  	  	  //	  Check	  if	  class	  is	  available	  
	  	  	  	  Class.forName("com.nokia.mid.ui.VirtualKeyboard");	  
	  	  	  	  vkbManager	  =	  new	  VkbManager(this);	  
	  	  	  	  useVkb	  =	  true;	  
}	  catch	  (ClassNotFoundException	  e)	  {	  
	  	  	  	  //	  Class	  not	  available:	  running	  app	  on	  Java	  Runtime	  <	  2.0.0	  phone.	  
	  	  	  	  //	  -‐>	  no	  Virtual	  Keyboard	  API	  support.	  
	  	  	  	  useVkb	  =	  false;	  
}	  catch	  (Exception	  e)	  {	  }	  

Example: PaintApp 



1)  ”Fremium”	  models	  especially	  
In	  App	  Purchase	  work-‐	  give	  
users	  something	  great,	  then	  
sell	  a	  bit	  more	  

2)  In	  App	  Advertising:	  implement	  
with	  care	  and	  respect	  for	  your	  
users	  

3)  Nokia	  Store	  will	  digitally	  sign	  
your	  app	  as	  ”Trusted	  3rd	  
Party”,	  reduce	  warnings	  

4)  Read	  the	  Nokia	  Store	  
guidelines	  to	  avoid	  obvious	  
errors	  

Publishing	  Your	  
Application:	  
Key	  Points	  


