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In This Chapter
 Previous : 
 You learned how to write network servers. You build a 

server from scratch, find out information about the 
clients, and run your server in different ways. 

 Now :
 Half-open sockets, which let you close down one 

direction of communication,
 Timeouts, which raise an exception if no network 

activity, occur after waiting for a certain amount of 
time,

 Broadcasts, which send data to several machines at 
once. Etc ... 
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Half-Open Sockets
 A socket that's unidirectional is said to be a half-open, 

data can only be sent in one direction. 
 Half-open sockets are useful when :
 You want to ensure that all data written has been 

transmitted. 
 You want to have a way to catch potential programming 

errors that may cause the program to write to a socket that 
shouldn't be written to, or read from a socket that shouldn't 
be read from.

 Your program uses multiple threads, and you want to 
prevent other processes or threads from doing certain 
operations, or you want to force a socket to be closed 
immediately.
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Half-Open Sockets
 In Python, The socket.shutdown() call is used to 

accomplish all of that tasks (previous page). 
 The call to shutdown() requires a single argument that 

indicates how you want to shut down the socket. Its 
possible values are as follows:
 0 to prevent future reads
 1 to prevent future writes
 2 to prevent future reads and writes
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Timeouts
 Timeouts are useful for discovering error conditions 

or communication problems in some instances.
 Sometimes we want to set operating system 

releases the server port as soon as the server 
socket is closed or the server process terminates. 

 It's important to remember that both reading and 
writing operations can cause a timeout to occur. 
 For reading, might happen if the client hasn't sent any data. 
 For writing, the client may not have attempted to read the 

data yet. 
 Socket timeout covers recv and sendall
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Transmitting Strings 

 Problem when sending data across the network is 
that of transmitting variable-length strings.

 TCP : you don't know when the sender has finished 
giving you a piece of data unless you build some sort 
of indication into your protocol. 

 Two common approaches to solving this problem: 
 a unique end-of-string identifier 
 a leading fixed-length size indicator
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Unique End-of-String Identifiers
 This identifier is typically the NULL character (\0) or the 

newline character (\n)
 Newlines occur frequently in text, so that will be a 

problem if a single piece of data can have multiple lines.
 Problem : if your string contains binary data, it may 

contain a NULL character within itself somewhere.
 Some ways to fix the problem include :
 Escaping, 
 Data encoding, and 
 Adjustable end-of-string identifiers.
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Escaping
 To use escaping, you would devise a way to include the 

end-of-string identifier within the text.
 If end-of-string identifier = ' \n', then add a backslash before 

sending each newline character that's contained within a string.

 Another problem: The backslash itself is now a special 
character.
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Data Encoding
 You can encode your data so that it's impossible for the 

end-of-string indicator to occur. 
 One option is base-64 encoding, which represents 

arbitrary binary data using printable characters. base64
module will handle this. 

 Another Problem : this approach will increase the size of 
data transmitted.
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Adjustable End-of-String Indicators
 Use a random algorithm to generate such an indicator, 

then ensure that it doesn't occur within the string itself. 
 This end-of-string indicator can often be guaranteed to 

not contain any newlines or other confusing data, so it 
can be easily sent. 

 Another Problem : If you don't know exactly what data will 
be sent in advance, though, this option won't work for 
you. That's because you'll be unable to verify that your 
end-of-string indicator really doesn't occur anywhere in 
the data that will be sent.
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Leading Size Indicator
 First, transmit a fixed-width count of the number of bytes 

to follow. The reading end then simply reads the number 
of bytes. 

 The drawbacks are that the transmitting side must know 
the number of bytes to be sent in advance. 

 Ensure that the fixed-width count is large enough to 
accommodate the longest possible string. 

 You could send a fixed-width count as a series of ASCII 
digits if you make sure they have leading zeros. 

 Most people will use a binary fixed-width count; however, 
you can store a much larger number in a smaller space 
that way.
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Understanding Network Byte Order
 When you send integer data across the network, there 

are two common choices for representing it:
 A string of ASCII characters that the receiving side will parse
 A binary word, typically either 16 or 32 bits

 The first option is fairly straightforward.
 The second option merits some more discussion.
 Problem : It's not quite that easy, since different platforms 

have different ways of encoding binary data.
 Solution : Network Byte Order

 Before sending a binary integer, it's converted to network byte 
order. The receiving side converts it from network byte order to 
the local representation before using it.

13



Network Byte Order In Python
 The Python module struct provides support for converting 

between Python and binary data. 
 The struct module works based on a format string. This 

string describes how to process the binary data. 
 Although there are many variations on what's acceptable 

in that format string, here you'll use two basic formats: 
 H, which is used for 16-bit integers, and 
 I, which is used for 32-bit integers.
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Source Code

def htons(num): 

return struct.pack('!H', num) 

def htonl(num): 

return struct.pack('!I', num) 

def ntohs(data): 

return struct.unpack('!H', data)[0] 

def ntohl(data): 

return struct.unpack('!I', data)[o] 

def sendstring(data): 

return htonl(len(data)) + data 

print "Enter a string:" 

str = sys.stdin.readline().rstrip() 

print repr(sendstring(str)) 
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Using Broadcast Data 

 Broadcast data doesn't work with TCP; it's usually 
implemented with UDP. Cause there are a few 
features in TCP that specific to usage on LAN. 

 Broadcast packets are often used for: 
 Automatic service discovery : a computer might send 

out a broadcast packet looking for all print servers of a 
particular type. 

 Automatic service announcements: A server might 
periodically broadcast the availability of that service. 

 Searching for LAN computers that implement a specific 
protocol. Ex: chat program 
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Broadcast Data  In Python
 You must use socket.SO_BROADCAST argument to 

enable support for broadcasting on the socket. 
 To send a broadcast, you use the special address 

"<broadcast>" instead of a normal IP address or 
hostname. 

 There are two sides to working with broadcasts: the 
sender and the receiver. 
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Source Code Receiver

import socket, traceback

host = '' # Bind to all interfaces 

port = 51423 

s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) 

s.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1) 

s.setsockopt(socket.SOL_SOCKET, socket.SO_BROADCAST, 1) 

s.bind((host, port)) 

while 1: 

try: 

message, address = s.recvfrom(8l92) 

print “Got data from", address 

# Acknowledge it. 

s.sendto("I am here", address) 

except (Keyboardlnterrupt, SystemExit): 

raise 

except: 

traceback.print_exc() 
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Source Code Sender

import socket, sys 

dest = ('<broadcast>', 51423) 

s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) 

s.setsockopt(socket.SOL_SOCKET, socket.SO_BROADCAST, 1) 

s.sendto("Hello", dest) 

print "Looking for replies; press Ctrl-C to stop." 

while 1: 

(buf, address) = s.recvfrom(2048) 

if not len(buf): 

break 

print "Received from %s: %s" % (address, buf) 
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Working with IPv6 

 IPv4 is used by virtually every device on the Internet, 
LANs, and other networks. 

 Problem : the most severe of which relate to lack  of 
address space. Mean that the shortage of IPv4 addresses 
is already becoming a problem. 

 Solution : IPv6
 IPv6 is presently still officially in development; however, 

all popular modern operating systems already support it 
either by default or with optional patches, as do modern 
versions of Python and many other applications. 
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Resolving Addresses 

 Challenges : both IPv4 and IPv6 addresses are available 
for a given service. 

 Todo : decide whether to use an IPv4 or IPv6 connection 
to a server. 

 Alternative : support only one protocol or resolve the 
address first one way, then the other. 

 In this instance, the name server for www. ipv6.org 
defined addresses for both IPv4 and IPv6, and getaddrinf
o() returned both. The task of the program is now to 
choose whether to use an IPv4 or IPv6 address.
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Source Code

import socket, sys 

host, port = sys.argv[l:] 

#Look up the given data 

results = socket.getaddrinfo(host, port, 0, socket.SOCK_STREAM) 

#We may get multiple results back. Display each one. 

for result in results: 

# Display a separator line to visually segment one result from the next, 

print "-" * 60 

# Print whether we got back an IPv4 or IPv6 result. 

if result[0] == socket.AF_INET: 

print "Family: AF_INET" 

elif result[0] == socket.AF_INET6: 

print "Family: AF_INET6" 

else: 

# It's not IPv4 or IPv6, so we don't know about it. 
print "Family:", result[0] 
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Source Code

# Indicate whether it's a stream (TCP) or datagram (UDP) result, 

if result[1] == socket.SOCK_STREAM: 

print "Socket Type: SOCK_STREAM" 

elif result[l] == socket.SOCK_DGRAM: 

print "Socket Type: SOCK_DGRAM" 

# Display the final bits of information from getaddrinfo() 

print "Protocol:", result[2] 

print "Canonical Name:", result[3] 

print "Socket Address:", result[4] 
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Handling Family Preferences

 Ide : you'll probably want to prefer the IPv4 result 
if one exists, and fall back to IPv6 only if no IPv4 
address exists. 

 It's quite possible for a system to look an IPv6 
addresses even if it cannot communicate using 
IPv6. 
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Source Code

import socket, sys 

def getaddrinfo_pref(host, port, socktype, familypreference = socket.AF_INET): 

"""Given a host, port, and socktype (usually socket.SOCK_STREAM or 

socket.SOCK_DGRAM), looks up information with both IPv4 and IPv6. If 

information is found corresponding to the family preference, it is returned. 

Otherwise, any information found is returned. The family preference 

defaults to IPv4 (socket.AF_INET) but you could also set it to 

socket.AF_INET6 for IPv6. 

The return value is the appropriate tuple returned from 

socket. Getaddrinfo().""" 

results = socket.getaddrinfo(host, port, 0, socktype) 

for result in results: 

if result[o] == familypreference: 

return result 

return results[0] 
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Source Code

host = sys.argv[l] 

port = ' http' 

c = getaddrinfo_pref(host, port, socket.SOCK_STREAM) 

print "Connecting to", c[4] 

s = socket.socket(c[0], c[l]) 

s.connect(c[4]) 

s.sendall("HEAD / HTTP/1.0\n\n") 

While 1:

buf = s.recv(4096) 

if not len(buf): 

break 

sys.stdout.write(buf)
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Binding to Specific Addresses

 Fact : Many systems support more than one network 
interface at once. It's not uncommon to find a system with 
Ethernet, a dial-up connection, and a loopback interface. 

 The loopback interface is present almost everywhere, and 
is a virtual interface that lets you communicate with 
processes on the local machine. It's addressed as 
127.0.0.1 or localhost.

 Each interface can have its own IP address, and in some 
operating systems, it can even have multiple IP 
addresses.
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Binding to Specific Addresses
 Problem :

 A server may have multiple IP addresses for virtual-hosting 
purposes, where each IP address corresponds to a different site. 
Server programs for a specific site should listen only on its IP 
address.

 A program may want to accept connections only from other 
programs on the same system for security reasons. In this case, 
it should bind to 127.0.0.1.

 A firewall or router may have interfaces to both an internal and an 
external network. For security reasons, programs running on such 
a system may wish to accept connections from only the internal 
network.

 A client on a machine that's connected to multiple networks may 
wish to explicitly choose which network to use for a connection.
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Using Event Notification

 Fact : execution of your program will not continue until an 
operation is complete. 

 Problem : you might prefer to simply discover that nothing 
is ready yet and check back again later:
 You want your user interface to remain active and responsive 

even while waiting for network data.
 You want to be able to handle more than one network-related task 

at once without the need for forking or threads.
 You want to be performing other computation while waiting on the 

network.
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Using Event Notification

 Example case : 
 calls to send() and recv() will raise a socket. error exception if you 

attempt to send or receive data when the socket isn't yet ready. 
This is useful, but repeatedly checking to see if the socket is ready 
is both cumbersome and wasteful of CPU resources. Therefore, 
that particular feature is rarely used. 

 Solution: 
 When an event occurs on a socket, the operating system tells you 

what happened, and you can then handle it. 
 select() and poll() function let you inform the operating system 

which sockets are "interesting" to your program. 
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Source Code 1 

import socket, traceback, time 

host = " # Bind to all interfaces 

port = 51423

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1) 

bind((host, port)) 

listen(l)

while 1:

try: 

clientsock, clientaddr = s.accept()

except Keyboardlnterrupt: 

raise 

except: 

traceback.print_exc() 

continue 
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# Process the connection 

try: 

print “Got connection from", clientsock.getpeername() 

while 1: 

try: 

clientsock.sendall(time.asctime() + "\n") 

except: 

break 

time.sleep(5) 

except (Keyboardlnterrupt, SystemExit): 

raise 

except: 

traceback.print_exc() 

# Close the connection 

try: 

clientsock.close() 

except Keyboardlnterrupt: 

raise 

except: 

traceback.print_exc()

32

Explain ! 



Source Code 2 

import socket, sys, select 

port = 51423 

host = 'localhost' 

spinsize = 10 

spinpos = 0 

spindir = 1 

def spin(): 

global spinsize, spinpos, spindir

spinstr = '.' * spinpos + \

'|' + '.' * (spinsize - spinpos - 1) 

sys.stdout.write('\r' + spinstr + ' ') 

sys.stdout.flush() 

spinpos += spindir

if spinpos < 0: 

spindir = 1 

spinpos = 1 

elif spinpos >= spinsize: 

spinpos -= 2 

spindir = -1
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s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 

s.connect((host, port)) 

p = select.poll() 

p.registers.fileno(), select.POLLIN | select.POLLERR | select.POLLHUP) 

while 1: 

results = p.poll(50) 

if len(results): 

if results[0][l] == select.POLLIN: 

data = s.recv(4096) 

if not len(data): 

print("\rRemote end closed connection; exiting.") 

break 

# Only one item in here --if there's anything, it'-s for us. 

sys.stdout.write("\rReceived: " + data) 

sys.stdout.flush()

else: 

print "\rProblem occurred; exiting, 

sys.exit(0) 

spin()
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Summary
 You can make sockets half-open by calling shutdown(), 

which can be used to close one direction of communication for 
error-checking, safeguarding, or ouffer-flushing purposes.

 Timeouts cause your program to receive an exception when 
nothing happens with a socket for a given amount of time.

 Transmitting arbitrary-sized strings can be tricky.
 sending a special end-of-string marker such as a newline character
 sending a binary-length word ahead of the string.

 Binary data is sometimes sent across the network. Due to 
differences in computing platforms, it's usually sent in network 
byte order.

 Broadcast packets can be sent to multiple machines at once 
and are most often used with UDP.
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Summary
 When communicating on IPv6-aware machines, you must 

often choose between IPv4 and IPv6 for specific endpoints.
 Binding to a specific address or interface is one way to 

ensure that connections are only accepted from a certain set 
of clients.
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Task : UDP Pinger (1)

 The client should send 10 pings to the server. Because 
UDP is an unreliable protocol, a packet sent from  the  
client  to the server may be lost in the network, or vice 
versa.  For this reason, the client cannot wait indefinitely 
for a reply to a ping message. You should get the client 
wait up to one second for a reply; if no reply is received 
within one second,  your  client  program  should assume 
that the packet was lost during transmission across the 
network

37



Task : UDP Pinger (2)
 Specifically, your client program should   

 (1) send the ping message using UDP (Note: Unlike TCP, you do 
not need to establish a connection first, since UDP is a 
connectionless protocol.) 

 (2) print the response message from server, if any 
 (3) calculate and print the round trip time (RTT), in seconds, of 

each packet, if server responses   
 (4) otherwise, print “Request timed out”

 Message Format 
 The client message is one line, consisting of ASCII characters in 

the following format:  Ping  sequence_number time   
where sequence_number starts at 1 and progresses to 10 for each 
successive ping message sent by the client, and time is the time 
when the client sends the message.
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Additional Task

 Currently, the program calculates the round-trip 
time for each packet and prints it out individually. 

 Modify this to correspond to the way the 
standard ping program works. You will need to 
report the minimum, maximum, and average 
RTTs at the end of all pings from the client.  In 
addition, calculate the packet loss rate (in 
percentage). 
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